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CCQ kerfid stydur "Single sign-on" (SSO) sem er virkni sem gerir notendum kleift ad audkenna sig og skra sig inn i kerfid i
gegnum ADFS. Eftirfarandi leidbeiningar eru aetladar kerfisstjorum med adgang ad AD/ADFS og CCQ og eiga peer ad utlista
hvernig koma skal a tengingu milli ADFS og CCQ. Sérstaklega verdur skodad hvernig a ad bua til "relying party trust" og
"claim reglur" i pvi tilliti. Ad lokum verda stillingar i CCQ kerfinu sjalfu skodadar i paula, farid yfir adgangsstyringar og
hvernig hépar i AD eru flokkadir saman med adgangshépum i CCQ. Lykilatridi er ad nota enga sérislenska stafi i n6fnum 4
gruppum eda claimum.

Uppsetning ADFS liggur utan umfangs pessara leidbeininga, en haegt er ad stydja sig vid dgeetis grein pess efnis sem
ma finna hér. Gert er rad fyrir ad uppsetningu @ ADFS netpjén sé lokid og ad notendum sé buid ad skipta nidur i rétta
adgangshopa i AD.



AD BUA TIL RELYING PARTY TRUST

Fyrsta skref er ad bua til "relying party trust" fyrir CCQ.

Opnid ADFS Management vidmotid.
Undir ADFS > Trust Relationships, haegri-smellid 4 Relying Party Trusts og veljid Add Relying Party Trust...

S

Gl File Action View Window Help

&= 27

] ADFS E
b || Service

4 || Trust Relationships
| Claims Provider Trusts
" Relying Party Trusts
| Attribute Stores

p [ | Authentication Policies

Add Relying Party Trust...
Add Non-Claims-Aware Relying Party Trust...

View
New Window from Here

Refresh

Help

Smellid 4 Start til ad opna RPT wizardinn sem fer med okkur i gegnum ferlid skref fyrir skref.



1. Select Data Source
Fyrsta skrefid er ad velja "data source."
Hér veljum vid nedsta radio takkann - Enter data about the relying party manually - og smellum a Next.

Select Data Source

Steps Select an option that this wizard will use to obtain data about this relying party:

@ Wel
comD;' ) Import data about the relying party published online or on a local network
2 Use this option to import the necessary data and cetificates from a relying party organization that publishes

@ Specify Display Name its federation metadata online or on a local network.

@ Choose Profile Federation metadata address (host name or URL):

@ Configure Cerificate

@ Configure URL BExample: fs.contoso.com or hitps.//www contoso.com/app

@ Configure Identfiers O Import data about the relying party from a file

@ Configure Muttifactor Use this option to import the necessary data and cerdtificates from a relying party organization that has
Authentication Now? exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not

o SRR validate the source of the file.
Authorization Rules Federation metadata file location:

@ Readyto Add Trus | [ Browse...

@ Finish
(® Enter data about the relying party manually

Use this option to manually input the necessary data about this relying party organization.




2. Specify Display Name
Veljid eitthvad videigandi Display Name - til daemis "CCQ" - og skrifid stutta lysingu i Notes - t.d. "Configures relying party trust for SSO via SAML
to CCQ." Smellid 4 Next.

3. Choose Profile
Hér er best ad halda sig vio sjalfvirka valid: ADFS profile.

Choose Profile
| Steps This wizard uses configuration profiles to aid in creating the relying party trust. Choose the appropriate
@ Welcome configuration profile for this relying party trust.

@ Select Data Source @ AD FS profile

@ Specify Display Name This profile supports relying parties that are interoperable with new AD FS features. such as

security token encryption and the SAML 2.0 protocol.

@ Choose Profile

@ Configure Ceriificate (O AD FS 1.0 and 1.1 profile

@ Configure URL This profile supports relying parties that are interoperable with AD FS 1.0and 1.1

@ Configure Identffiers

@ Configure Multifactor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

4. Configure Certificate
Smellid & Next til ad hoppa yfir naesta skref par sem hagt er ad velja "token signing certificate."



5. Configure URL

Hakid vid gatreitinn Enable support for the SAML 2.0WebSSO protocol.

Hér parf ad sla inn rétt CCQ endpoint URL i Relying party SAML 2.0 SSO service URL og smella 4 Next.
CCQ endpoint URL: https://quality.ccg.cloud/_saml/validate/adfs/<OrganizationID>

par sem <OrganizationID> er audkenni fyrirtaekisins i CCQ.

Configure URL

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name
@ Choose Profile

@ Conrfigure Cedificate
@ Configure URL

@ Configure Identifiers

@ Configure Multifactor
Authentication Now?

@ Choose lssuance
Authonzation Rules

@ Readyto Add Trust
@ Finish

AD FS supports the WS-Trust, WS-Federation and SAML 2.0 WebSSO protocols for relying parties. F
WS-Federation. SAML. or both are used by the relying party. select the check boxes for them and specify the
URLs to use. Support for the WS-Trust protocol is always enabled for a relying party.

[] Enable support for the WS-Federation Passive protocol

The WS-Federation Passive protocol URL supports Web-browserbased claims providers using the
WS-Federation Passive protocol.

Relying party WS-Federation Passive protocol URL:

Example: https.//fs.contoso.com/adfs s/

[v] Enable support for the SAML 2.0 WebSSO protocol

The SAML 2.0 single-sign-on (SS0) service URL supports Web-browserbased claims providers using the
SAML 2.0 WebSS0 protocol.

Relying party SAML 2.0 SSO service URL:
I https://quality.ccq.cloud/ saml/validate/adfs/<OrganizationlD>
Example: https.//www.contoso.com/adfs/ls/




OrganizationlID fyrirteekisins parf ad finna i CCQ kerfinu, en pad er 17 stafa strengur med baedi ha- og lagstofum og télustéfum.
betta audkenni geta notendur CCQ fundid med pvi ad smella & tannhjélid og velja Organization.

a4 ## ~ AlexanderMontan~ Q
£ Settings

£+ Approval process

£+ Template documents »

& Users

Organization

Attachments - overview

()

' Open Monitor

Nafn fyrirtaekisins birtist pa i lista asamt 6drum upplysingum, og ef smellt er 4 nafnid pa aetti audkenni fyrirtaekisins ad leynast aftast i URLinu:
https://quality.ccq.cloud/organizations/<Organization|D>
Pessu OrganizationID er svo baett aftast i CCQ endpoint URLid i RPT wizardnum, eins og lyst er hér ad ofan.

¥ Quality Manual X

& C | O https://quality.ccg.cloud/organ :at':--*z_-'

.)K. CCQ Documents Published documents

Edit organization: Origo



6. Configure Identifiers
| Relying party trust identifier textareitinn parf ad sl inn rétt CCQ identifier URL og smella svo 4 Add.
CCQ identifier URL: https://quality.ccq.cloud

Configure Identifiers

Steps Relying parties may be identified by one or more unique identifier strings. Specfy the identffiers for this relying
@ Welcome party trust.

@ Select Data Source
@ Specify Display Name
@ Choose Profile

@ Configure Certificate .

@ Configure URL
@ Configure |dentifiers

@ Configure Mutifactor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish




7. Configure Multi-factor Authentication Now?
Smellid & Next til ad stilla "multi-factor authentication" uppsetninguna, ef porf krefur.

8. Choose Issuance Authorization Rules
Smellid & Next til ad sampykkja sjalfgefnu "issuance authorization" reglurnar.

9. Ready to Add Trust
Farid yfir stillingarnar ykkar og smellid 4 Next til ad baeta vid CCQ relying party trustinu.

10. Finish
Skiljid eftir hakad vid gatreitinn Open the Edit Claim Rules dialog og smellid a Close til ad loka pessum wizard og opna Edit Claim Rules gluggann
fyrir petta relying party trust.

" Add Relying Party Trust Wizard -
Finish

e The relying party trust was successfully added to the AD FS configuration database.

@ Welcome

You can modify this relying party trust by using the Properties dialog box in the AD FS Management snap-n.
@ Select Data Source

@ Specify Display Name
@ Choose Profile

@ Configure Certfficate
@ Configure URL

@ Configure Identifiers

@ Configure Multifactor
Authertication Now?

[] Open the Edit Claim Rules dialog for this relying party trust when the wizard closes

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

|0ase



AD BUA TIL CLAIM REGLUR

Hér fyrir nedan eru nokkur skjaskot sem vonandi gefa hugmynd um hvernig buda skal til Claim Rules fyrir CCQ.

Um prjar mismunandi tegundir claim reglna er ad raeda.

1. Email
2. Group
3. Name

Mikilveegt er ad oll fyrirtaeki setji upp claim reglur fyrir Email og Name,
en pad er ad sjalfsogdu mismunandi eftir fyrirtaekjum hvada AD grippur
er verid ad nota og hvad peer heita.

Pegar buid er setja upp relying party trust | ADFS pba er haegt ad bua til
claim reglur fyrir vidkomandi RPT. Edit Claim Rules glugginn er opnadur
og smellt 4 Add Rule... til ad opna Add Transform Claim Rule wizardinn
sem tekur okkur i gegnum ferlid skref fyrir skref.

T

Edit Claim Rules

_I:I-

Issuance Transform Rules | Issuance Authorization Fules | Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the relyving party.

COrder  Rule Name

lssued Claims

Fdit Rule... Remave Rule. .




EMAIL REGLA

1. Choose Rule Type
Fyrsta skrefid er ad velja rétta typu af claim reglu.
Fyrir "email reglu" skal velja Send LDAP Attributes as Claims undir Claim rule template — og smella 4 Next.

Select Rule Template
L Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.

@ Configure Claim Rule Claim rule template:
Send LDAFP Attributes as Claims

Claim rule template description:

Using the Send LDAP Attribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Multiple atiributes may be sent as
multiple claims from a single rule using this rule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated users from the displayName and telephoneNumber
Active Directory attributes and then send those values as two different outgoing claims. This ule may also
be used to send all of the user's group memberships. f you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

< Previous | |




2. Configure Claim Rule

Naesta skref er ad gefa reglunni eitthvad lysandi nafn og velja "Active Directory" sem Attribute store.

pa parf ad velja "E-Mail-Addresses" sem LDAP Attribute og mappa saman vid "E-Mail-Address" undir Outgoing Claim Type.
Smellid & Finish til ad vista regluna.

Conhigure Rule

e You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from
@ Choose Rule Type which to extract LDAP attributes. Specify how the attributes will map to the outgeing claim types that will be

isgued from the rule.
@ Configure Claim Rule

Claim rule name:
| Emai

Rule template: Send LDAF Attributes as Claims

Attribute store:
Active Directory

Mapping of LDAP attributes to outgoing claim types:

LDAF Attribute (Select or type to
add more)

E-Mail-Addresses E-Mail-Address

Outgoing Claim Type {Select or type to add more)




Audvelt er ad breyta reglum eftir &, ef porf krefur, med pvi ad smella 4 Edit Rule...

Mikilvaegt er ad email-svaedi séu rétt utfyllt i AD, pvi netféng eru notud til audkenningar 4@ notendum i CCQ.

b

AD FS

i File Action View Window Help

|

5] ADFS
b ] Service

a [ 7] Trust Relationships
[ Claims Provider Trusts

D_ispla')r MName

ST

" Microsoft Office 365 Idertity Platform
CCQ - Gaedahandbok:

Enabled
Yes
Yes

Relying Party Trusts

Type |dentifier

WS-T... hitps:/Alogin microsoftonline.com/ext...

WS-T... hitps://quality.ccq.cloud

[ ] Relying P
[ Attribute
b [ Authenticatiol

¥ Edit Claim Rules for CCQ — Gaedahandbok | = [ 2| X

Issuance Transform Rules | lssuance Authorization Rules I Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the relying party.

Order  Rule Name lssued Claims
1 Email E-Mail Address
2 CCQ Access Group
3 CCQ Admin Group
4 CCQ Published Group
5 CCQ Qualty Group
[ CCQ Workbook Group
7 Group
2 Group
5 Passthrough - Name MName
oK || Cancel || Apply

You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from
which to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be

igsued from the rule.

Claim rule name:

Email

Rule template: Send LDAP Aftributes as Claims

Attribute store:

|ﬁdi\re Directory

Mapping of LDAR attributes to outgeing claim types:

LDAP Attribute (Select or type to
add more)

CQutgoing Claim Type (Select or type to add mare)

E-Mail-Addresses

E-Mail Address




GROUP REGLA

1. Choose Rule Type

Misjafnt er eftir CCQ askrift fyrirtaekja hversu moérgum kerfiseiningum pau hafa adgang ad, en fyrir hvern adgangshdp i AD parf ad bua til "group"
claim reglu. Ferlid er pad sama fyrir flestar tegundir claim reglna og snidmatin éskop svipud, en i pessu tilfelli parf ad velja Send Group
Membership as a Claim undir Claim rule template — og smella 4 Next.

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.

@ Configure Claim Rule Claim rule template:
| Send Group Membership as a Claim v|

Claim rule template description:

Using the Send Group Membership as a Claim rule template you can select an Active Directory security
group to send as a claim. Only a single claim will be emitted from this rule, based on the group selected.
Forexample youcanusetﬂsnletetmldotomaeanjemdwlsmdamd&nwlhavmd
"Admin" if the user is a member of the “Domain Admins" security group. This rule template should only be
used for users of the local Active Directory Domain.

<Previous‘| Next > || Cancel




2. Configure Claim Rule

Nafn reglunnar parf helst ad vera nokkud lysandi, og hér parf ad passa vel upp 4 ad velja réttan AD adgangshop undir User's group.

pa parf ad velja "Group" sem Outgoing claim type og eitthvad gildi 4 Outgoing claim value. Agaetis venja er ad nota sama nafn og er 4 claim
reglunni sjalfri i claim value reitnum, til ad draga ur likum & ruglingi og stafsetningarvillum.

Smellid a Finish til ad vista regluna.

i Add Transform Claim Rule Wizard .

Configure Rule

Steps *ou can configure this rule to send a claim based on a user's Active Directany group membership. Specify the
@ Choose Rule Type group that the user is a member of, and specify the outgoing claim type and value to issue.
@ Configure Claim Rule Claim rule name:

|lle Access| |

Rule template: Send Group Membership as a Claim

User's group:
| USER %CCQ Access | Browse...

Outgoing claim type:

|Group ] |

Unspecified

Outgaing claim value:

CCQ_Access

< Previous | | Finish | | Cancel




Mikilvaegt er ad gildid sem slegid er inn i Outgoing claim value, sé pad sama og pad sem er notad i SSO stillingunum i CCQ.

-

G File Action View Window Help

ADFS

b [ Authenticatio|

e &

] elyil al rusts

5] ADFS Relying Party T

> :E""'c; e _ Display Name_ Ensbled  Typs  ldentfier

« & [“t _E alions _Ips Microsoft Office 365 Idertity Platform Yes WS-T... https./Aogin.microsoftonline com./ext...
g Claims Provider Trusts CCQ - Gaedahandbok Yes WS-T..  https://qualty.ccq cloud
[E5] Relying Paghetet =
[ Attribute { @ Edit Claim Rules for CCQ - Gaedahandbok | = | 2 X |

lssuance Transform Rules | lssuance Authorization Rules | Delegation Authorization Rules |
The following transform niles specify the claims that will be sent to the relying party.
Order Rule Name lesued Claims
1 Email E-Mail Address
2 CCQ Access Group
3 CCCQ Admin Group
4 CCQ Published Group
L) CCQ Quality Group
6 CCQ Workbook Group
8 Group
9 Passthrough - Name MName
Add Rule... | | Edt Rule... | | Remove Rule...
0K || Canced || reply

*You can configure this rule to send a claim based on a user's Active Directory group membership. Specify the
group that the user is 8 member of, and specify the outgoing claim type and value to issue.

Claim rule name:

Rule template: Send Group Membership as a Claim
User's group:

[ UsER \CCQ Access | [ Browse..

Cutgoing claim type:

|Gro|.|p

COutgoing name 1D format :

| Unspecified

Outgoing claim value:

|Em_ﬂccess




Nanar verdur farid i pad hvernig grippur eru mappadar saman i kaflanum ADFS | Adgangshdpar kerfiseininga hér fyrir nedan, en samsvarandi
gruppur og sjast 8 myndinni hér ad ofan pyrftu ad lita einhvern veginn svona Ut CCQ megin:

> 5§50 information

s Access o Applications

Access in CCQ Groups in AD
Can access CCQ —_— o T
Admin

ccg_Admin

QM published documents

ccq_QualityManualPublished

QM workbook documents ccg_QualityManualWorkbook



NAME REGLA

1. Choose Rule Type
Ad lokum parf ad baeta vid claim reglu af tegundinni "name."
Undir Claim rule template skal velja Pass Through or Filter an Incoming Claim og smella 4 Next.

Select Rule Template
o Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.

@ Configure Claim Rule Claim rule template:
Pass Through or Fitter an Incoming Claim

Claim rule template description:

Using the Pass Through ar Fiter an Incoming Claim rule template you can pass through all incoming claims
with a selected claim type. You can also fitter the values of incoming claims with a selected claim type.
For example, you can use this nule template to create a rule that will send all incoming group claims. You
can also use this nule to send only UPN claims that end with “@fabrikam™. Muttiple claims with the same
claim type may be emitted from this ule. Sources of incoming claims vary based on the nules being edited.

< Previous || Next = || Cancel




2. Configure Claim Rule
Gefa skal reglunni nafn eins og 4dur, og i Incoming claim type parf ad velja "Name."
Naudsynlegt er ad haka i "Pass through all claim values" radio takkann og smella a Finish til ad vista regluna.

Configure Rule

Steps You can configure this rule to pass through or filter an incoming claim. You can also configure this nule to fiter
claims that are generated by previous nules. Specify the claim type and whether only some claim values or all

@ Choose Rule Type claim values should pass through.

@ Configure Claim Rule

Claim rule name:
F'assthrc-uqh - Mame

Rule template: Pass Through or Fiter an Incoming Claim

Incoming claim type: |Name

Incoming name 10 format - |

(®) Pass through all claim values
() Pass through only a specific claim value

Incoming claim value: |

() Pass through onty claim values that match a specific email suffix value:

Email suffix value: |

Example: fabrikiam.com
() Pass through only claim values that start with a specific value:

Starts with: |

Bxample: FABRIKAM®




L

G File Action View Window Help

AD FS

@ #

[ ADFS
b Mlsmviee _ Display Name_ Enabled
I St ntonsns Microsaft OFfice 385 Identity Platforn Yes
3_, Claims Provider Trusts CCQ - Gaedahandbok Yes
[ Relying Pg=tsTnes

[ Attribute

lssuance Transform Rules | lssuance Authorization Rules | Delegation Authorization Rules |
The following transform rules specify the claims that will be sent to the relying party.
Order  Rule Name lssued Claims
1 Email E-Mail Address
2 CCQ Access Group
3 CCG Admin Group
4 CCQ Published Group
L CCQ Qualty Group
[ CCE Workbook Group
7 Group
H Group
9 Passthrough - Name Mame
oK || Cancel || feply

Relying Party Trusts

Identifier

WS-T... hitps:/Aogin. microsoftonline .com./ext...
WS-T... https:#/quality. ccq.cloud

i Edit Claim Rules for CCQ — Gaedahandbok \;‘M
b || Authenticatio| Z

YYou can configure this rule to pass through or filter an incoming claim. ou can also configure this rule to fiter
claims that are generated by previous rules. Specify the claim type and whether only some claim values or all
claim values should pass through.

Claim rule name:

F‘assthrc-uqh - Name

Rule template: Pass Through or Filtter an Incoming Claim

Incoming claim type: | MName

Inceming name 1D format: |Un5pec'rfied

(®) Pass through all claim values
(_) Pass through only a specific claim value

Incoming claim value: |

() Pass through only claim values that match a specific email suffic value:

Email suffix value: |

Example: fabrkam com
() Pass through oy claim values that start with a specific value:

Starts with: |

Example: FABRIKAM,




CCQ STILLINGAR

Til ad na SSO tengingu vid CCQ parf ad huga ad ymsum stillingum i CCQ kerfinu sjalfu.
Pad parf ad byrja 4 ad fara i tannhjolié uppi haegra megin og velja Organization.
par er farid i flipann CCQ access og hakad vid "ADFS login is enabled."

Organization Information CCQ access

B Quality Manual
B risk

K Asset Management

Company Token

Standards Slack connection

B Audits
B Incidents & Complaints

B Competency management

B Questionnaire

Information:
Contact support@ccq.cloud to change the access

B4 ADFS login is enabled
[] User can only use ADFS to log in

® Access in CCQ is controlled by ADFS
O Access is controlled by CCQ

[ Turn off automatic user deactivation

Ef hakad er vid fyrsta gatreitinn, "ADFS login is enabled " — pa geta notendur skrad sig inn i kerfid med notandanafni og lykilordi eins og adur, en
peir hafa sémuleidis pann valkost ad nota SSO. Adgangi ad kerfiseiningum er hins vegar ennpa haegt ad styra i CCQ kerfinu. Tilgangurinn med
pessum gatreit er ad halda moguleikanum opnum fyrir notendur ad skrd sig inn i kerfid med notandanafni og lykilordi, medan verid er ad koma 3
ADFS tengingu og profa SSO virknina.



INNSKRANING OG ADGANGSSTYRING

Ofangreindir gatreitir styra pvi hvernig adgangi og innskraningu er hattad i CCQ kerfinu.

Akvedid samspil er & milli pessara reita og misjéfn virkni eftir pvi vid hvad er hakad. [ 6llum tilfellum parf ad vera hakad vid "ADFS login is
enabled". Um leid og hakad er vid pennan gatreit, pa birtist valkosturinn ,“User can only use ADFS to log in“ med undirvalkostum, auk
fellilistanna — "SSO information", "Access to Applications" og “CCQ Groups":

1. User can only use ADFS to log in
2. Access in CCQ is controlled by ADFS
3. Access is controlled by CCQ

Ei ADFs login is enabled
[l user can only use ADFS to log in

® Access in CCQ is controlled by ADFS
O Access is controlled by CCQ

[J Turn off automatic user deactivation

2 ss0 information

A

Access to Applications

2 CCQ Groups



1. User can only use ADFS to log in

Ef hakad er vid fyrsta gatreitinn, "ADFS login is enabled " — pa geta notendur skrad sig inn i kerfid med notandanafni og lykilordi eins og adur, en
peir hafa sémuleidis pann valkost ad nota SSO. En pegar einnig er hakad vid ,,User can only use ADFS to log in“ er einungis haegt ad skra sig inn
med SSO, nema med svokalladri Login Exception sem verdur minnst & hér a eftir. NU parf einnig ad taka dkvordun um hvort adgangi ad
kerfiseiningum er styrt i gegnum ADFS eda CCQ:

Ei ADFS login is enabled
Ed User can only use ADFS to log in

® Access in CCQ is controlled by ADFS
O Access is controlled by CCQ

[ Turn off automatic user deactivation

2. Access in CCQ is controlled by ADFS

Pegar buid er ad setja upp og tengja ADFS og SSO virknin komin i gang er hakad vid gatreitinn "Access is controlled by ADFS." Notendur kerfisins
geta pa eins og adur sagdi eingdngu notad ADFS til innskraningar i CCQ — p.e. moéguleikinn 4 ad skra sig inn med notandanafni og lykilordi dettur
ut. bess skal samt geta ad naudsynlegt er ad enn sé hakad vié "Company uses AD for login."

Med pessari stillingu er adgangi ad kerfiseiningum alfarid styrt i AD sem pydir ad notendur kerfisins verda ad vera i réttum grappum i AD, eigi
peir ad fa adgang ad CCQ. betta hefur einnig i fér med sér ad adgangsstyringin CCQ megin verdur ovirk.

Litid mal er ad beeta vid nyjum notendum i CCQ eftir ad ADFS tengingu er komid 4. Nyr notandi er sjalfkrafa stofnadur i kerfinu pegar hann loggar
sig inn i fyrsta skipti i gegnum ADFS, ad pvi gefnu ad vidkomandi notandi er til stadar i videigandi grdppum i AD.



bvi skal haldid til haga ad pegar hakad er vid "Access is controlled by ADFS", pa birtist fellilistinn Login exceptions par sem haegt er ad gera
undantekningar & innskraningum.

Ef einstaka notendur eiga ad geta skrad sig inn i kerfid med notandanafni og lykilordi — pé svo ad ADFS innskraningin sé vid lydi — pa er haegt ad
lista pa hér. bessir notendur nota ekki ADFS til innskraningar og adgangi peirra i kerfid er pvi alfarid styrt CCQ megin. Meiningin er ad petta sé
eingdngu notad pegar undantekningar skjéta upp kollinum. Til deemis pegar radgjafi, |6gfreedingur eda einhver utanadkomandi adili parf 4
sérstokum (eda timabundnum) adgangi ad CCQ ad halda, og erfitt reynist ad réttleeta tilfaeringar i AD.

~ Login exceptions

Users allowed to use login form to sign up into application (when ADFS is enabled):

3. Access is controlled by CCQ

Ef fyrirteeki vilja af einhverjum astaedum halda adgangsstyringu ad kerfiseiningum CCQ megin, en nota samt ADFS fyrir innskraningu — pa skal
haka vid "Access is controlled by CCQ." Eftir sem adur parf einnig ad vera hakad vid "Company uses AD for login."
Nyjum notendum er pa baett vid 4 sama hatt og 4dur i CCQ, og 6llum adgangi styrt padan.

Ed ADFS login is enabled
i User can only use ADFS to log in

O Access in CCQ is controlled by ADFS

® Access is controlled by CCQ



Turn off automatic user deactivation

Ad lokum er einn reitur énefndur, "Turn off automatic user deactivation", eda Notendur verda ekki sjalfkrafa gerdir évirkir. Ef hakad er i pennan
reit eru notendur ekki gerdir ovirkir pd peir hafi ekki skrad sig inn undanfarna 3 manudi. betta er hugsad til ad fyrirtaeki séu ekki ad borga fyrir
Ovirka notendur.

Athugid ad po peir séu gerdir dvirkir eru peir einfaldlega virkjadir aftur naest pegar peir skra sig inn i kerfid, svo lengi sem peir eru enn i
viokomandi AD adgangshdopum.



ADFS | ADGANGSHOPAR KERFISEININGA

Access to Applications, felligluggi:

[ Access to Applications parf ad mappa saman adgangsgruppur ADFS og CCQ.

Eins og fram kom hér ad ofan, pa er mikilveegt ad outgoing claim value vikomandi grappu i ADFS sé pad sama og pad sem er skrad hér. Fjoldi
inntaksreita fer audvitad eftir pvi hversu mérgum einingum fyrirtaekid er i askrift ad, en pad parf ad bua til adgangsgruppur i AD fyrir hverja
einingu. Hafa skal i huga ad oftast parf 2 grappur fyrir hverja einingu:

1. eina gruppu fyrir notendur med lesadgang,
2. eina gruppu fyrir pa sem eru med ritadgang,

Og ad lokum gruppur fyrir adgang ad CCQ einingunum yfirh6fud (Can access CCQ), i henni purfa allir ad vera sem mega skra sig inn, og svo
stjérnendur (Admin).

A myndinni hér ad nedan er synt hvernig grippurnar eru mappadar saman, en madur einfaldlega skrair inn néfnin & tilsvarandi grippum i ADFS
(outgoing claim value). Nofnin purfa helst ad vera lysandi og eru notendur hvattir til ad stydjast vid tilldgurnar sem hér er ad finna 4 naestu mynd:



v Access to Applications

Access in CCQ

Can access CCQ

Admin

QM published documents

QM workbook documents

RIread access

RI write access

Audit

Incidents & Complaints

Asset management

Competency management

QS published

QS workbook

> CCQ Groups

Groups in AD

CCQ_Access

CCQ_Admin

CCQ_QualityPublished

CCQ_QualityManualWorkbook

CCQ_Risk_Read

CCQ_Risk_Write

€CQ_Audit

CCQ_IncidentsComplaints

CCQ_AssetManagement

CCQ_Competency

CCQ_QeustionnairePublished

CCQ_QuestionnaireWorkbook



ADFS | CCQ NOTENDAHOPAR

[ cCQ kerfinu er haegt ad bua til hina og pessa notendahdpa, en undir tannhjdlinu (uppi haagra megin) er valméguleiki sem heitir User groups.
Pessar grappur styra ekki beint adgangi ad kerfi, heldur eru petta innankerfishdpar sem haegt er ad nyta til ad styra adgangi ad einstokum
skjolum. Notandi parf eftir sem a6ur ad vera med adgang ad CCQ kerfinu fyrst.

== ')K’ CCQ Documents Published documents

£ Settings

User group £+ Approval process

#+ Template documents  » #+ Quality standards

# Laws and regulations

) Users
Title #+ Templates
Organization

Fli

# User templates

i= Software Report # User groups
Description
[ Attachments - overview
“
User list @ Open admin page
c g 00 & Open Monitor
Select far]
B Mail group B4 Accessgroup &E——

beir adgangshdpar sem pu byrad til par birtast i kjélfarid i CCQ Groups felliglugganum, en pa hépa geturdu einnig mappad vid grappur i AD. Taka
skal fram ad naudsynlegt er ad haka vid "Access group" til ad hépurinn birtist i CCQ Groups listanum.



CCQ Groups, felligluggi:

Gruppurnar eru mappadar saman 4 sama hatt og i Access to Applications sem lyst er hér ad ofan. Samsvarandi gruppur eru bunar til i AD, og
nofn peirra — eda 6llu heldur "outgoing claim value" — eru skrad i Groups in AD listann:

v CCQ Groups
Groups in CCQ Groups in AD

Mannaudshopur CCQ_Human_Assets

ADFS | SSO STILLINGAR

Einn felliglugginn undir kallast SSO information, en par purfa prju atridi ad vera til stadar til ad nd tengingu a milli CCQ og ADFS.

1. Certificate
2. Entry point
3. List of domains

itarlegar leidbeiningar um hvar og hvernig madur sakir rétt Certificate er ad finna i naesta undirkafla.

Aftur & maéti er tiltélulega einfalt ad tilgreina hin tvo atridin. Pegar buid er ad setja upp ADFS fyrir fyrirtaekid, pa parf ad taka fram
inngangspunktinn i reitnum Entry point. Hér parf ad skrd inn vefslddina @ ADFS netpjdninn, og ef sjalfgefnar SAML stillingar eru notadar vid
uppsetninguna a ADFS, pa atti endirinn 8 URLinu ad vera "/adfs/Is/". Mismunandi er eftir fyrirtaekjum hvernig pessu er hattad.

Hér er deemi um hvernig petta kann ad lita Ut: https://adfs.vistun.is/adfs/Is/

Einnig parf ad skilgreina pau lIén sem fyrirtaekid er ad nota, svo sem fyrir vefsiduna sina eda innranet — og er pad gert undir List of domains.
[ tilviki Origo veeri til daemis "origo.is" faert inn i pennan reit, en hér er éparfi ad setja "https://www." fyrir framan.



S50 information
Certificate

=Insert ¥509 certificate here=

Entry point

https://=server==domain=/adfs/ls

List of domains

=Insert domains here=

VOTTORD / X509 CERTIFICATE

Haegt er ad fara ymsar leidir til ad seekja vottord fyrirtaekisins.

Adferdin sem lyst er hér a eftir, er fljétleg, einfold og aetti ekki ad vefjast fyrir neinum — hvort sem vidkomandi hefur teeknilegan bakgrunn eda
ekki.

Pegar buid er ad setja upp ADFS og bua til "relying party trust" fyrir CCQ eins og lyst er ad ofan, pa er naesta skref ad sakja akvedid skjal sem
kallast Federation metadata. Um er ad raeda .xml-skra sem inniheldur ymsar upplysingar, en pad sem vié hofum ahuga a er svokallad X509
vottord sem okkur vantar til ad koma a tengingunni vid CCQ. Til ad saekja pessa skrd parf ad sld inn eftirfarandi URL i netvafrann:

https://server/FederationMetadata/2007-06/FederationMetadata.xml



Hér parf augljéslega ad skipta "server" ut fyrir sl6dina @ ADFS netpjoninn.
Federation metadata .xml-skranni er sjalfkrafa halad nidur og hentugt er ad opna hana i vafra.

Open

Show in folder

Ij FederationMetada...xml

Best er ad nota fyrsta X509 vottordid sem er ad finna i .xml skranni.
Vottordin eru yfirleitt nokkur, eitt sem er notad fyrir "encryption," annad fyrir "signing," o.s.frv. Fyrsta vottordid i skranni zetti ad vera pad sama
og er notad undir <KeyDescriptor use="signing"> & fleiri st6dum i skranni. Vottordid virkar eins og rafraen undirskrift, sem CCQ sidan notar

til ad tékka hvort svérin sem ADFS netpjonninn sendir fra sér séu dsvikin.

Vottordid sem parf ad afrita i Certificate reitinn i CCQ, er innan <X509Certificate> tagsins i .xml skranni. Buid er ad ma vottordid a myndinni
hér fyrir nedan og gera illsynilegt. Taka skal fram ad naudsynlegt er ad hafa lokid uppsetningu @ ADFS og RPT fyrir CCQ, 48ur en petta er reynt.

<?xml version="1.0"?>
- <EntityDescriptor xmIns="urn:oasis:names:tc:5AML:2.0:metadata" entityID="http:/ fadfs.vistun.is/adfs/services/trust"
nD=" -_— e -— . -

- <ds:Signature xmins:ds="http:/ /www.w3.0rg/2000/09 /xmldsig#"=
+ «ds:SignedInfo>

<ds:SignatureValues = Sl ae o = = S - — —— — . m—— . ———
- <KeyInfo xmlIns="http://www.w3.org/2000/09/xmldsig#" >
- «=<X509Datax
< X509Certificate= = . Wy A S - - - - = - —— -
</X509Data>
</KeyInfo=

</ds:Signature>



GATLISTI / YFIRLIT

Ef framangreindum leidbeiningum hefur verid fylgt samviskusamlega, pa aettirdu pegar hér er komid vid ségu ad hafa:

Buid til abgangshdpa i AD
Sett upp ADFS
Komid & relying party trust fyrir CCQ
Buid til claim reglur
i.  einareglu fyrir email
ii.  group reglur fyrir adgang ad kerfiseiningum
iii. eina reglu fyrir name
5. Gengid fra SSO stillingum i CCQ
i mappad saman adgangsgruppur AD og CCQ og passad upp a samrami vid outgoing claim value
ii. skilgreint entry point ADFS
iii. listad pau Ién sem eru i notkun hja fyrirtaekinu
iv.  fundid rétt X509 certificate i "federation metadata"
v.  ogsidast en ekki sist, akvedid hvernig haga skal adgangsstyringu og innskrdningu i CCQ

PwnNE

Tengingin @ milli AD <—> ADFS <—> CCQ aetti pa ad vera farin ad virka og notendur komnir med moguleikann & ad skra sig
inn i kerfid med SSO.



